Lazari Alessandro

WORK EXPERIENCE

01/03/2024 — CURRENT Lecce, Italy

POST-DOC RESEARCHER AND LECTURER UNIVERSITY OF SALENTO - DEPARTMENT OF ENGINEERING FOR
INNOVATION

Research on the Security and Resilience of Critical Infrastructures and Lecturer at the 2nd level Master on "digital
technologies for the security of critical infrastructures" on the topic of cyber/physical vulnerabilities.

14/06/2021 — 30/11/2023 Miinchen, Germany
SENIOR KEY ACCOUNT MANAGER F24 AG

W N

. Delivering Saa$ in the areas of crisis management, incident response and public warning systems (article 110 ofthe
European Electronic Communication Code);

. International tenders and multiple framework contracts in the domains of crisis management, incident responseand
public warning;

. Go To Market strategy, national and international strategic alliances, cooperation and business development;

. R&D in the field of crisis management, cybersecurity, risk reduction, early warning systems, including space based
assets;

. Preparation of lectures and speeches for video and audio blogs on the topic of Critical Infrastructure
Security,Resilience and Crisis Management.

28/02/2019 - 13/06/2021 Milan, Italy
MANAGER KPMG ADVISORY ITALY

e Operators of essential services' strategic planning, governance, business continuity and incident
management(cyber/physical security - health/safety/environment);

* Network and Information security and cybersecurity certification specialist (NIS Directive 2016/1148, Cybersecurity
ACT, Italian National Cybersecurity Perimeter);

 Capacity building to governments in national security and protection of critical infrastructures and strategicassets;

e International and European tenders and multiple framework contracts in cybersecurity and critical
infrastructureprotection (European Commission, ENISA, EIOPA);

» National and international strategic alliances, cooperation and business development.

02/10/2016 — 27/02/2019 Ispra, Italy
POLICY OFFICER EUROPEAN COMMISSION - JOINT RESEARCH CENTRE - DIRECTORATE "SPACE, SECURITY

AND

MIGRATION"

e Policy support and analysis for the European Programme for Critical Infrastructure Protection (DG HOME);

e Project Officer of the European Reference Network for Critical Infrastructure Protection (Flagship project of the
EPCIP);

» Support for the finalization of the Proposal COM(2017)477 for a Regulation on ENISA, the "EU Cybersecurity Agency",
and repealing Regulation (EU) 526/2013, and on Information and Communication Technology cybersecurity
certification ("Cybersecurity Act");

« Support for the preparation of the Proposal for a Regulation establishing the European Cybersecurity
Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres;

» Negotiation and execution of Administrative Arrangements for the delivery of policy packages,impact assessments,
gap analysis and feasibility studies in the fields of Critical Infrastructure Protection, Terrorism and Cybersecurity.

14/06/2013 — 14/06/2016 Ispra, Italy



PROJECT OFFICER EUROPEAN COMMISSION - JOINT RESEARCH CENTRE - DIRECTORATE "SPACE, SECURITY
AND MIGRATION"

* Policy support to DG HOME for the European Programme for Critical Infrastructure Protection and on cooperation with
EU neighbouring countries;

« Project Officer of the European Reference Network for Critical Infrastructure Protection (Flagship project of the
EPCIP);

* Manager of the following thematic groups and initiatives:

e Cybersecurity Certificationof Industrial Control Systems (ICS);
« Biometric Applications for Critical Infrastructure Protection;
« VVideo surveillance for the security of Critical Infrastructures.

» Support for the preparation of the Proposal COM(2017)477 for a Regulation on ENISA, the "EU Cybersecurity
Agency", and repealing Regulation (EU) 526/2013, and on Information and Communication Technology cybersecurity
certification ("Cybersecurity Act").

15/01/2012 - 09/06/2013 Milan, Italy
CONSULTANT POLYMEDIA SPA

» Review of the mandate to the European Reference Network for Critical Infrastructure Protection (ERNCIP),creation of
a trusted network of experts, facilitation of knowledge exploitation and preparation of the second phase of the
project.

30/11/2010 — 29/11/2011 Ispra, Italy
STAGIAIRE JOINT RESEARCH CENTER - EUROPEAN COMMISSION - INSTITUTE FOR THE PROTECTION AND
SECURITY OF CITIZENS

* Preparation of the start-up of the European Reference Network for Critical Infrastructure Protection (ERNCIP); e
Support for the review of the Directive 114/08/EC on European Critical Infrastructures.

31/08/2004 — 29/06/2006 Lecce, Italy
PRACTITIONER AT LAW STUDIO LEGALE GUGLIELMO

« Data protection, corporate ICT security and digital forensics;
¢ Bankruptcy law.

30/06/2006 — 29/11/2010 Lecce, Italy
INFORMATION TECHNOLOGY LAWYER STUDIO LEGALE LAZARI

1. Data protection, corporate ICT security and digital forensics;
2. Bankruptcy law;
3. Corporate governance models, auditing and assurance.

EDUCATION AND TRAINING

09/05/2009 — CURRENT Lecce, Italy
FELLOW & MEMBER OF THE BOARD OF EXAMINERS University of Salento - School of Law

Delivering lectures on Legal Informatics, Cybersecurity, Data Protection and Digital Forensics
Address Via per Monteroni, 73100, Lecce, Italy | Website www.unisalento.it

07/01/2010 — 12/04/2013 Florence, Italy
PH.D. IN COMPUTER ENGINEERING AND TELECOMMUNICATIONS University of Florence - Department of

Systems and Informatics

Address Via Santa Marta 3, Florence, Italy | Website www.un ifi.it |
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Thesis Final dissertation: State of play of European Critical Infrastructure Protection. Ten years after 11th of September 2001 and an
outlook to the future.

09/2004 — 07/2006 Lecce, Italy
SPECIALISATION IN LAW University of Salento - School of Law

Address Via per Monteroni, 73100, Lecce, Italy | Website www.unisalento.i t

09/1997 — 07/2004 Bologna, Italy
MASTER'S DEGREE IN LAW University of Bologna - School of Law

Address Via Zamboni, Bologna, Italy

LANGUAGE SKILLS

Mother tongue(s): ITAL
Other language(s):

[AN
UNDERSTANDING SPEAKING WRITING
Listening Reading Spoken production Spoken interaction
ENGLISH C2 C2 C2 c2 c2

Levels: A1 and A2: Basic user; B1 and B2: Independent user; C1 and C2: Proficient user

PUBLICATIONS

Relevant Publications

—

“European Critical Infrastructure Protection", Lazari A, Springer Inc., ISBN 978-3-319-07496-2 (2014);

2. “Critical infrastructure protection beyond compliance. An analysis of national variations in the implementation
ofDirective 114/08/EC", Lazari A, Simoncini M, GLOBAL JURIST (2); 2016;

3. "ERNCIP training for professionals in critical infrastructure protection: from risk management to resilience",Lazari A,
European Commission, 2017;

4. [Commission Staff Working Document - Impact Assessment - Accompanying the document PROPOSAL FOR A
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on ENISA, the "EU Cybersecurity Agency”,
and repealing Regulation (EU) 526/2013, and on Information and Communication Technology cybersecurity
certification ("Cybersecurity Act")] Baldini G, Giannopoulos G, Lazari A, "Analysis and recommendations for a
European certification and labelling framework for cybersecurity in Europe", European Commission, 2017;

5. [Commission Staff Working Document - Impact Assessment - Accompanying the document PROPOSAL FOR A

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL establishing the European Cybersecurity

Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres]

"European Cybersecurity Centres of Expertise Map: Definitions and Taxonomy" European Commission, 2018;

6. "The IACS Cybersecurity Certification Framework (ICCF) - Lessons from the 2017 study of the state of the art",
Theron P, Lazari A, European Commission, 2018;
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http://www.unisalento.it/

7. "A proposal for a European cybersecurity taxonomy", Polemi N, Ruzzante G, Lazari A, Figwer M, Neisse R, NaiFovino
I, Hernandez-Ramos J. L, European Commission, 2019;
8. "The External Dimension of the European Union’s Critical Infrastructure Protection Programme: From Neighbouring
Frameworks to Transatlantic Cooperation", Lazari A, Mikac R, CRC Press, 2022, ISBN 9780367517182;
9. "The Normative Landscape in Security and Resmence The Future of Cr|t|caI Infrastructures and Essentlal
Services in the EU" Lazari A, Castiglioni M, European Cybersecurity in Context - A Policy-Oriented Comparative
Analysis, published by European Liberal Forum 2022, ISBN: 978-2-39067-035-3;
10. "Enabling NATO’s Collective Defense: Critical Infrastructure Security and Resiliency NATO COE-DAT Handbook1",
multiple authors, US Army War College Press, 2022;
11. "Climate resilient infrastructure systems - Improving science-policy-practice collaboration”, multiple authors, German
Environment Agency (Umweltbundesamt), 2022, ISSN 1862-4359;
12. “"Demand side of Cyber Insurance in the EU”, ENISA, 2023;
13. "Critical Infrastructures Security and Resilience in Georgia: State of Play and Future Prospects", PMCG, 2024.

Lecturing activities

CONFERENCES AND SEMINARS

1. Senior Lecturer in Legal Informatics - Specialisation School of Law, University of Salento (Lecce — Italy) from 2011 to
2016 and in 2020;

2. Lecturer at the Courses “Protecting Critical Infrastructures” and “Cyber Threats to Critical Infrastructures” andMember
of the Scientific Committee, NATO Centre of Excellence Defence Against Terrorism (COEDAT), from 2016;

3. Lecturer at the "hands on cyber-physical threats to Critical Infrastructures" - Summer School - University of
Salento, Center on Interdisciplinary Research on Critical Infrastructure Security and Resilience (25-28/09/2019);

4. Chair of several "Taiex" missions (European Commission - Directorate-General for Neighbourhood and
Enlargement Negotiations) in Kosovo, Serbia and Albania to support the development of the framework for the
Protection and Resilience of National Critical Infrastructures (2019>2023);

5. Lecturer at the CISO Professional Program organized by Italian Cybersecurity National Lab in Dubai - UAE (March
2022);

6. Lecturer at the “Mobile Education Initiative” of NATO’s COEDAT to support Bosnia and Herzegovina inestablishing a
National Critical Infrastructure Protection Framework (Mostar, 4-7 Oct. 2022)

Main memberships
NETWORKS AND MEMBERSHIPS

1. Founder and Member of the Italian Chapter of "The International Emergency Management Society" (since 2018).

Fellow: "Center for Interdisciplinary research on Critical Infrastructure Security and Resilience" (CRISR) Department

of Engineering and Innovation, University of Salento (Italy).

Regional Director for the Mediterranean Region of the International Association Critical Infrastructure

ProtectionProfessionals (IACIPP);

Member of AIPSA - Italian Association of Security Managers;

Member and rapporteur of ENISA's ad-hoc working group for the transposition of the SOGIS-MRA certification

framework (since 2020);

Rapporteur of ENISA's project in the area of "Research and Innovation" to support the deployment of "National

Cybersecurity Coordination Centres" (2021);

7. Participating member of the ASTM's F48.05 committee on exoskeletons and exosuits' security and
informationtechnology (2021/2022);

8. Co-chair of a training on Cybersecurity organized by CDRF Global for the National Security and Defence Councilof
Ukraine (Nov. 2021);

9. Selected in the "List of NIS Experts" of ENISA (since 2020);

10. Member of the Mobile Education Team of NATQO's Centre of Excellence Defence Against Terrorism (since 2022);

11. Advisor of DAI (USAID) in Kosovo and Moldova for the establishment and maintenance of the CriticalInformation
Infrastructure Working Group (CIIWG - since 2022)

LICENSES

o Uk wWoN

Licenses

e Driving license cat. A and B

* Boating license (within 12 nautical miles from the shore)

« FIAS license "open water diver" up to 30mt depth

¢ Radio Amateur International license - Harec level A - callsign IU2SGH

Cadrezzate con Osmate 03/12/2024



